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Cyber resilience
Introduction
Cyber resilience is the ability of an entity to continuously deliver the intended results despite adverse cyber events. It is the ability of an organization to recover quickly or withstand cyber events that disrupt usual business operations. It can also be described as the capacity for an entity to return to a stable and operational state and recover from the adverse effects risks and cybersecurity threats. Some of the entities with a potential need for cyber resilience abilities include IT systems, business processes, organizations, critical infrastructure and nation states (Hassell, et al., 2012).
 Adverse cyber events are those events which that negatively impact the integrity, availability, or confidentiality of the information of IT systems and other information systems. Such events can either be intentional or unintentional. Intentional events are also called cyber-attacks while the unintentional events are caused by a failed software update. Cyber resilience, therefore, aims at maintaining the ability of the entity to deliver the intended outcome continuously at all times. This paper will explore some of the aspects of cyber resiliency using a diagram.
Aspects of cyber resilience
Segmentation
In computer networking, network segmentation is the practice of splitting a computer network into subnetworks whereby each is a network segment. This practice aims at improving resiliency and hence enhancing cyber resilience (Bodeau & Graubart, 2013). With this practice, the broadcasts will be contained in a local network, therefore, internal network will not be visible from outside. The act also contains or minimizes network problems hence limiting the effect of local failures on other parts of the network. Segmentation also controls visitor access by implementing Virtual Local Area Networks (VLANs) to segregate the network.
Monitoring
Analytic monitoring is a cyber-resiliency technique which monitors and detects adverse actions and conditions in a timely and actionable manner. This technique, therefore, helps to minimize the risks of cyber-attack because it is able to detect any danger before it strikes (Bodeau & Graubart, 2013).
Diversity
This technique uses heterogeneity to abate common mode failures especially attacks exploiting common vulnerabilities. The system is thus diversified such that when one system fails, the other is operating (Hassell, et al., 2012).
Deception
This technique of cyber resilience aims at confusing, misleading, hiding critical assets from an adversary. This makes it difficult for the enemy to gain access into the system because the critical information is hidden and the correct information is not available.
Coordinated protection
This aspect implements a defense-in-depth strategy so that the adversaries have to overcome many obstacles for them to gain access to a system. The adversaries have to maneuverer through many obstacles and therefore it will be very difficult to gain information of any particular organization. This enhances cyber resiliency (Jajodia et al., 2011).
Adaptive response
This technique optimizes the ability to respond in a timely and appropriate manner.
Redundancy
This provides multiple protected instances of critical resources or information. If any of the information is lost through cyber-attacks, the entity can use the other one because the data is redundant, that is, it is in excess or duplicated (Jajodia et al., 2011).
Unpredictability
This technique makes changes randomly and unexpectedly which increases the adversary’s uncertainty regarding the system protections which they may encounter. This makes it difficult for the adversaries to ascertain the appropriate course of action.
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